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Ieonouunsa cepsuca SOC
B [NIAO «lOHunpo»
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NcTopua cotpygHmnyecTBa

[(nob6anbHasa cTpaTernsa koHuepHa Uniper

Peanngdauns B NAO «lOHnnpo» dyHkuum Security Operations Center:

— Moaenb in-house (BHyTpeHHUN)
— Mopenb as a service (BHeLWHUN)

[ MbpugHas moaensb:

A MOHWUTOPWHT 1 paccnenoBaHue — as a service

A AHanus - CoBMecTHO

A Pearuposanue - in-house

Poctenekom IOHU
Conap npo



XpoHonorus passuTtunsa cepeuca n notTpebHocTen

A Basoebii ckoyn
kopnopatueHon cetn O

A Macwrabuposarue

A BbicTpbiit cTapT Ha 6ase
NoKpbITUS Ha dunuansl

TUNOBbIX NPOUECCOB

B3aMMOOENCTBUS C A AkTyanuszauma nepeydHs

MNoHnmaHne
Solar JSOC 1 BHyTpeHHux HEOBXOAUMOCTY KPUTUYECKNX PECYPCOB 1
npoueccos pacluMpeHe NOKPbITUS B
apganTauuy TUNOBbIX A TokpbITUE MOHUTOPUHIOM
O n dunmnanax OKPBITNE MOHMTOPUHIOM
npoueccos YPOBHS GU3HEC-TIPUNIOXEHNN
B3aMMOLENCTBUSA U A
KoppekTnpoeka nogxona K
KOPPEKTUPOBKM NOAX04a K A Mepexoa k M 1 GbiCcTpOr
MOFI)-IpI/ITopI/IpHFy R MOHWNTOPWHTY. mﬁq?g OMLI'./I OBoa.?‘-ﬁ/lj;ll erieTRore
Llens: 6bI1Tb B Kypce BCeX PMUP
3HaUYNMbIX UBMEHEHUI B A AsTomatvzaums

MHGPACTPYKTYPE KOMNaHN pearupoBaHusl Ha UHLMOEHTbI

Poctenekom IOHU
Conap npo



[1BycTOpOHHEE B3auMOAENCTBUE NogaepXmBaeT
NOCTOAHHOE pa3BUTUE cepBuca

@

Hoeble noen 1 notpebHocTr: cueHapuu, workflow, KOHTponb
N3MEHEHUN 1 Op.

KomaHpa Cepsuc
NAO «OHunpo» Solar JSOC

2kcrnepTnaa: npus3emMneHme oTpaboTaHHbIX MOAXOA0B, OLEeHKa
BO3MOXHOCTM aganTtaumy cepsuca, BCTpanBaHMe HOBbIX UOEN
B TUMOBOW CEPBUC

Poctenekom IOHU
Conap npo



[lpakTnyeckme Kencol n
KaK OHU MEHSNN cepBuUc

Poctrenekom IOHU
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Kenc 1. Hoeble ngen cueHapues, KOTopble CTanu
TunosbiMu (1/2)

CotpyaHukn NMAO «KOHUNPO» akTUBHO y4aCTBYIOT B pa3paboTke HOBbIX CLeHapueB

15 Y

cneunanm3anpoBaHHbIX CLEHapNeEB N3 HMX ObINN BKITIOYEHDI B
OblNO CO34aHO MO UHUUMATUBE TMnoBble cueHapum Solar JSOC
komaHgbl [TAO «lOHmnnpo» 0715 BCEX KTMEHTOB

Poctenekom IOHU
Conap npo



Kenc 1. Hoeble ngen cueHapues, KOTopble CTanu
TunosbiMu (2/2)

[lprMep: cuenapuin «MonbiTka BBOAA Napons B OKHe NorHa»

Llenb: ownbka nonb3oBaTtens, 0CO6EHHO aAMUHUCTPATOPA, i BBOA, MAPONs B MOME NOrMHA MPUBOANUT K
KoMnpomMeTauum naponen oT Ux y4eTHbIX 3anncemn B XypHane cobbitum (B YactHocTh, Windows Event Log)

A CobpaHbl TpebosaHmMa K A Real-time ysepomnenuns Tonbko A Mo ckomnpomeTnpoBaHHbLIM
naponsam n npasuna MO KPUTUYECKUM XOCTaM U YyYeTHbIM 3anucsm
WMEHOBaHUs Y4YEeTHbIX 3anncemn y4eTHbIM 3anucsim (naponb MHULMNPYETCS CMEeHa napons

MackupyeTcs aBTOMaTU4eCckm)

A Peanusosanbl A Mo craTtucTuke BhISBAAIOTCS
KOppensaunoHHble npasuna A Cob6upaemas ctatucTvka u Hanbonee HeBHUMAaTESbHbIE

eTanbHas HPopmaums COTPYOHWUKU N C HAMM

A AsTomaTtusmposaHo A $opmaL PyA

LOCTYMHa TONbKO COTPYOHMKaM NPOBOAMUTCS OONONHUTENbHASNA
oboralieHne nHopmaumm no
KNMeHTa paboTa

MHUNOEHTY

Poctenekom IOHU
Conap npo



Kenc 2. boicTpasa koppenaumsa no Knovyeson nHpopmaumm
(1/2)

Subject: UHUMaeHT: 3anyck xakepcKuUX yTUINT Ha XocTe
(hostl.local - 10.10.0.15 | user1 | wireshark.exe)

CotpyaoHukn NMNAO «lOHMNpo»:

Subject: UHuupenT:|do6aBneHne nonb3oBaTens B KPUTUYECKNE rPYNMb|
(hostl.local - 10.10.0.15 | ivanov_adm| user1 | builtin\administrators)

A Tny6okoe noHvmaHmne cBoemn NHGPacTPyKTypbl 1
npoueccos

A «BbicTpas» kKoppenaums no KoYeBbiM NOAsM —
LOCTaTOYHO YBUAETb K/OYEBbIE NOMS B
OMOBELLEHUM, YTOObI BbIIBUTb Hanbonee
KPUTUYECKME COOBITUS NN LEMOYKM COOBITUN

A OnepaTuBHOE pearnpoBaHue Ha Hanbonee
KPUTUYECKME COObITUSA

A He oTmeHseT 06paboTKy BCEX NOAO3PEHNIN Ha
MHUNOEHTbI, HO MOMOraeT NpPUoOpPUTU3NPOBaTb
pearmpoBaHue

Poctenekom IOHU
Conap npo 9



Kenc 2. boicTpasa koppenaumsa no Knovyeson nHpopmaumm

(2/2)

AHaNOrnYHbIN MPUHLMN BbICTPON
Koppenaunmn peanm3oBaH B pamMKax
cepsuca Solar JSOC

Poctenekom IOHU
Conap npo

ABTOMaTM3auus:

A AsTOMaTuueckoe BbicTpansaHue «kill-chain»
Lenoyek cobbITUN CO CBSA3AHHBbIMM KIOYEBbLIMU
nonsmMm

A PacnpegeneHme nogo3peHnin Ha NHLMAEHTbI
MEXAY NUHUAMU MOHUTOPUHra Solar JSOC -
CBsi3aHHble CObbITUA ObpabaTbiBalOTCH OAHUM
dunmanom/nHxeHepomMm, aBToackanaums no
3KCNepTmn3e B Cryyae IBHOro BbiCTpanBaHus
B «Kill-chain»

A Sckanaums npuopuTeTa NOAO3PEHUN Ha
NHUNOEHTBI MPU NOSIBNEHUM ONPEaeneHHbIX
3HaYeHMM B KJTIOYEBBIX NOMAX (YYETHbIE 3anncy,
XOCTbl, CUTHaTypbl U T.M.).
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Kenc 3. NosiBneHne mexaHnama ObICTPbIX ONOBELLEHUN
(1/3)

Tunosow npouecc A Bce nopo3peHns Ha MHUMAEHTbI 06pabaTbiBaloTCs

onoBeLLeHUA 06 MHUMOEHTAX: MMHUAMN MOHUTOpPUHra Solar JSOC

A Tunoson SLA no MHGOPMUPOBAHUIO O KPUTUYHDBIX
nHumpeHTtax — 30 MuHyT

) .
= ~  IpeboBaHue:
@ coTtpynHukam MNAO «KOHMNPO» HEOOXOANMO Y3HaBaTb O KPUTUYECKMX
MHLUMOEHTaX MFHOBEHHO, YTO6bI Cpasy MHULMUMPOBATbL NPOLLECC pearnpoBaHns

Poctenekom IOHU
Conap npo 11



Kenc 3. NosiBneHne mexaHnama ObICTPbIX ONOBELLEHUN
(2/3)

Ha ctopoHe cepsuca Solar JSOC 6bin pa3paboTaH n peann3oBaH MexaHn3M ObICTPbIX ONOBELLEHNN —
aBTOMaTmyeckas obpaboTtka n popmMmpoBaHme onoBeweHn 6e3 y4acTns MMHUA MOHUTOPWHra

[MpUHUMNbI GbICTPbIX ONOBELLEHUI

A MonHocTblo aBTOMaTUUEecKkoe GOPMMPOBAHNE ONMOBELLEHUS
A MakcumanbHoe o6oralleHre KOHTEKCTOM Mo COBbITUIO 5 M M I I
A MexaHunambl 3aWwmTbl OT dnyaa

A TprMeHnM Ans cueHapues, rae paboTy IMHAM MOHUTOPUHIE MOXHO SLA no nHbOpMUPOBaHUIO
MaKC/MasibHO aBTOMaTU3MpoBaTb 6€3 NoTepu KauyecTBa OnoBeLLEHUs ans NMAO «lOHUNpPo»

Poctenekom IOHU
Conap npo 12



Kenc 3. NosiBneHne mexaHnama ObICTPbIX ONOBELLEHUN
(3/3)

YT1O penartb ¢ ocTasnibHbiMU
cueHapmnammn?

B psiae cnyyaeB Henb3s NOIHOCTbIO aBTOMaTU3UPOBaTh
pPaboTy NMUHNIA

A Heobxoammo NpoBoanTb 6onee ray6oKuin aHanms — TONbKO PYHHON TPYA,

A noxHble cpabaTbiBaHWs HEMb35 MOAHOCTbIO UCKIOYNTD Ha YPOBHE
Koppensumm

A yYacTb OENCTBUN NIMHUWN MPOCTO TEXHUYECKM HE aBTOMaTU3npyema

B
5MnH + 30 MuH

A PeannsoBaH HoBbin workflow: 6bicTpoe SLA no SLA no npenocTaBneHmio
OMOBELLEHME 3aKa3umka C NOCneayoLLmnm §
MHGOPMUPOBAHMIO O 0OMONMHUTENBHOWN
[ONOMHUTENBbHBIM aHaNMU30M U
[OMNOMHEHVEM KOHTEKCTa BOKPYT Kpl/lTl/l‘—lelX MHUMNOEHTax VlHCI)OpMaLl,l/ll/l
VHUMAEHTa CUNaMm AMHUIA MOHUTOPUHra ang MNAO «lOHunpo»

Poctenekom IOHU
Conap npo 13



Kenc 4. ABTomaTtnyeckoe pearnposanme (1/2)

B pamkax okasaHus cepsuca Solar JSSOC ocywecTBnsieT BbisBneHne $akToB obpalleHuns
xocToB B ceTu [NAO «HOHMNpo» K BPpeQOHOCHbIM pecypcam

JkcnopT ABTOMaTM4eCKOe
NmnopT IOC B YyepHble
IOC cnnekn Ha C3U ONOKMpPOBaHNE BPEOOHOCHbIX
(IP/URL) pecypcos (IP/URL)

Poctenekom IOHU
Conap npo



Kenc 4. ABTomaTtnyeckoe pearnposanme (2/2)

B pamkax okazaHus cepsuca Solar JSOC ocywecTBnseT yCUNEHHbIV KOHTPOSb 3a
pencteuammn nogpagunkos MNAO «lOHMNpo»

Subject: UHUMpeHT: HecooTBeTCTBUE YUYETHBIX 3anucemn
VPN u OC (10.1.1.125]| | )

Poctenekom IOHU
Conap npo
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